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What's in it for you?
%% Analyze the latest updates in HIPAA Privacy,
HIPAA Security, and HITECH Breach mandates

s Examine OCR HIPAA settlements to understand
the bar for HIPAA compliance

% Review HIPAA compliance challenges and best
practices for Covered Entities and Business
Associates

s Understand HIPAA Safe Harbor
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Precise, informative, and
well-structured HIPAA content.
Would love to recommend J
ecfirst.

Digital Badge

ecfirst also offers a Digital Badge with your
certification. There is no fee for this
service and acceptance is totally

up to you.
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The Industry's First Program Focused on Ceu
Compliance and Cybersecurity Mandates HaesS o~
‘ Global perspective, extensive
‘; coverage of cyber mandates.
| Excellent updates on key
‘ security regulations.
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What's in it for you? Digital Badge
% Step through industry standards such as PCI DSS,  ecfirst also offers a Digital Badge with

GDPR, CCPA, CPRA, ISO 27001, and HIPAA your certification. There is no fee for this

service and acceptance is totally

3% Evaluate America’s standard for compliance: Up 0 you.

NIST guidance and special publications
% Understand U.S. state government information

security mandates (e.g. Texas, California, cCSC s

New York, and others) CERTIFIED SECURITY

COMPLIANCE SPECIALIST

3% Explore best practices to build a credible

compliance and cybersecurity program
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Certified Cyber Security Architect
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b Comprehensive cybersecurity
program. Excellent coverage of
the NIST Cybersecurity Framework,
CMMC & more. Relevant scenarios
& policies covered, including ‘
encryption & ransomware. 79
Establishing o 4
4 Cybersecurity - il
Program
What's in it for you? Digital Badge
% Examine how to establish a cybersecurity program  ecfirst also offers a Digital Badge with
based on the NIST Cybersecurity Framework your certification. There is no fee for this
service and acceptance is totally
¢ Learn how to establish a credible Ransomware up to you.
Readiness Program based on NIST Standards
¢ Walk through core components, organization,
and CMMC Levels
¢ Review encryption implementation across G@gm
the enterprise to mitigate business risk coriied b Secury et
¢ Examine NIST guidance for Al Risk Management
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Management Training Program

Hours
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Unlock the World's First Al Playbook

Al Governance

Playbook
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What's in it for you? Al Exam Specifications

%

Examine the NIST Al Risk Management
Framework (RMF)

Multiple
Choice

Types of Questions

&0

# of Questions

%

Review valued Al resources for risk management
including ISO 23894 and 1SO 42001

%

Understand EU Al Act requirements and risk
classifications

Minutes

Exam Duration

Passing Score

%

Step through a sample Al risk management policy

%

Identify Al cyber defense controls
. . . Digital Badge
Determlne key phases for an enterprlse Al rlSk ecfirst also offers a Digital Badge with your

certification. There is no fee for this service
assessment and acceptance is totally up to you.
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